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The term you selected is being presented by searchSecurity.com, a TechTarget site for Security professionals

SITE sPoNsoR A digital sighature (not to be confused with
a digital certificate) is an electronic
signature that can be used to authenticate
the identity of the sender of a message or
the signer of a document, and possibly to
ensure that the original content of the
message or document that has been sent
is unchanged. Digital signatures are easily transportable, cannot
be imitated by someone else, and can be automatically
time-stamped. The ability to ensure that the original signed
message arrived means that the sender cannot easily repudiate
it later.

EXPLORE THIS AREA: RICH-MEDIA ADVERTISEMENT

A digital signature can be used with any kind of message,
whether it is encrypted or not, simply so that the receiver can be
sure of the sender's identity and that the message arrived intact.
A digital certificate contains the digital signature of the
certificate-issuing authority so that anyone can verify that the

certificate is real.
1 WHAT'S NEW

How It Works on searchSecurity

1. McAfee Security Center
Assume you were going to send the draft of a contract to your 2. Simplify the challenge of securing email
lawyer in another town. You want to give your lawyer the 3. Security School - Free CISSP Training

assurance that it was unchanged from what you sent and that it

; 4. IT Knowledge Exchange
is really from you.

1. You copy-and-paste the contract (it's a short onel) into an
e-mail note.

2. Using special software, you obtain a message hash
(mathematical summary) of the contract.

3. You then use a private key that you have previously
obtained from a public-private key autherity to encrypt the
hash.

4. The encrypted hash becomes your digital signature of the
message. (Note that it will be different each time you send
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a message.)
At the other end, your lawyer receives the message.

1. To make sure it's intact and from you, your lawyer makes a
hash of the received message.

2. Your lawyer then uses your public key to decrypt the
message hash or summary.

3. Ifthe hashes match, the received message is valid.

Also see hashing and Digital Signature Standard.

»> Find products and vendors related to digital signature.

Read more about it;

=> SearchC|O.com offers information about the use of digital
signatures in Internet commerce.

> The American Bar Association provides guidelines for the use
of digital signatures.

>> The World Wide Web Consortium (W3C) describes its own
Digital Signature |nitiative.

>> SearchSecurity.com provides links to more information about
digital signatures.

>> SearchCRM.com has information about the use of digital
signatures in customer relationship management.

[y RELEVANT SPONSORED LINKS

Digital Signature
Easy to use digital signature
software or signature service.

www. alphatrust.com

Digitally Sign and Seal

Easily e-sign with any application
Expedite processes & increase ROI
www.ani.com

Digital Signature
Encryption, Signatures & Privacy
Download our white papers now!

www.rsasecurity.com

Electronic Signature Tech
Electronic signature pads and free
software tools, plug-ins, and demos
www topazsystems com

Electronic Signatures
Lenders go paperless now with
eSigning & eVaulting Software
waswv. eOriginal.com
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